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SQS 14.

Caritas Youth and Community Service
Service Quality Standards 14
14. Protection of Personal Data and Privacy of Service Users

Policy of Protection of Individual Privacy and Dignity

Policy

As a charitable organization to promote welfare service for service users, Caritas —

Hong Kong and its staffs are prohibited from disclosing any personal data of service

users with the exception of the following circumstances:

1) Disclosure of personal data to help prevent any serious and foreseeable situation
to be occurred.

2) Disclosure of relevant part(s) of personal data of service users obliged by the local
legal authority.

Mission

1) At the time of providing services to service users, protection of their personal data
and dignity is the fundamental obligations of staffs of individual service units.

2) Staffs of individual services units are required to acquaint themselves with this
policy and execute it in effective manner.

3) Staffs are urged to clearly inform service users of their rights in this respect.

Procedure for Protecting Personal Data of Service Users

To comply with the requirements of the “Guidelines on Personal Data (Privacy)

Ordinance, staffs are required to adhere to the following procedure:-

1)

2)

Under no circumstances may staffs discuss any personal data of service users

unless such discussion is under a confidential mode.

When case is under legal proceedings, personal data of service user must be kept
confidentially. Only appropriate and relevant personal data can be released to

fulfill the requirements of Court order.
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3) Staffs need to take every cautionary step to prevent leakage of personal data of
service users during data transmission via personal computers, electronic emails,
telephone calls, voice mails and/or any other electronic means or I.T. technologies.

Stafts must avoid from disclosing personal identity of any particular service users.
4) At time of teaching, training and/or seeking opinions, staffs should not disclose

information on personal data of individual service users, unless permission is

sought from them.

Date of Review and Revision : 2 May 2024
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SQS14.1/NoticelE

Caritas Youth and Community Service

Notice to data subject collection of personal data

Please read this notice before you provide any personal data to unit of Caritas
Youth and Community Service.

Purpose of Collection

1.

The personal data supplied by you will be used by the Caritas Youth and
Community Service to provide appropriate assistance or service which is relevant
to your needs, including monitoring and review of services and conducting
research and surveys. The service is mainly provided through the means of
telephone contact, office interview and home visit. However, letter will be used if
necessary. The provision of personal data to the Service is voluntary. Please
ensure that the data you provide is accurate. If there are changes in the data you
provide, please contact the Service for correction. If you do not provide sufficient
personal data, we may not be able to process your application or provide assistance
/ service to you.

Classes of Transferees

2. The personal data you provide will be handled with confidentiality. The data will

be made available mainly to persons working in the service on a need-to-know basis.
Apart from this, they may be disclosed to the relevant parties listed below: -

(a)  Other parties such as government branches / department, non-government
organizations and public utility companies if they are involved in the
assessment of application from or provision of service / assistance to you,

(b)  where you have given consent to such disclosure; or

(c)  where such disclosure is authorized or required by law.

Access to Personal Data

3.

Apart from exemptions provided under the Personal Data (Privacy) Ordinance, you
have a right of access to and correction of personal data held on you except where
the data have been erased. Your right of access includes the right to obtain a copy
of your personal data subject to payment of a fee. Applications for access to and
correction of data should be made either on application form or by a letter.
Application forms are available at offices / units of the Service.

Enquiries, access to and correction of personal data

4. Please ensure that the data you provide are accurate. If you have enquiries

concerning your application for assistance / service or if there are changes in the
data you provide, please contact the office / unit which collected the data from you.
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5. Requests for access to personal data collected by the Service and correction of data
obtained from a data access request should be addressed to:

Post title
Address
Tel. No.

Date of Review and Revision : 2 May 2024
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Caritas Youth and Community Service
Service Quality Standards 14

14.1 Guidelines for Protection of Personal Privacy

1. During hotline conversations, service users have the right to choose whether to
disclose their personal information. At the end of the counselling session, social
workers should invite the user to provide personal information, including Chinese
or English full name, telephone number, the first English letter and three digits of
the Hong Kong identification number. Social workers should explain to the user
that all personal data will be kept confidential and limited to the use of social
workers to check on previous consultation conversations if he or she shall call
again. The user will also have the right to use such records to complain, give
feedback or examine any related information. If the user refuses to provide
personal information, the social worker will need to inform the user that he or she
cannot make complaints, give feedback or examine related information in the

future.

2. During phone counselling, social workers should keep their voice level down, in

order to prevent other parties from over hearing the conversation.

3. Social workers should use private rooms to meet service users. Unless with
obtained permission from service users, social workers should not discuss his or

her case with the user in public.

4. When delivering group activities or programs, social workers should ensure that

the venue is free from disturbance and any possibility of prying or eavesdropping.

5. If'the social worker needs to record the counseling or group session, he or she has
to inform service users the purpose of the recording, and collect their signature for
‘Audio/Video Recording and Group Supervision Consent Form’.
(SQS14/SWS/141.2/A1)

6.  All units should put up the ‘Notice to data subject before collection of personal
data’ (SQS14/SWS/141.2/A2C) and (SQS14/SWS/141.2/A2E) at an easily
accessible open spot, in order to let service users understand that their rights to

privacy and confidentiality are protected.

7. Under the following circumstances, social workers may be exempted from the
provisions of Personal Data Ordinance to provide personal data to relevant parties

without prescribed consent of data subjects:
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* ¥

*

*

The litigant may harm his or her own self;

The litigant may harm others;

Has reasonable doubt that the litigant has abused children, spouse, elderly or the
Handicapped;

The litigant needs to be sent to hospital for treatment after diagnosis;

The court requests information of the litigant.

If the unit has to install CCTV due to security and other reasons, it has to comply

with the following guidelines:
Make reference to the ‘Guidance on CCTV Surveillance’ issued by Office of the
Privacy Commissioner for Personal Data to ensure that the need to install a
CCTYV system has been accessed and that practicable steps to protect the privacy
of the service users have been taken.
The CCTYV should not unnecessarily intrude into the privacy of individuals. The
system should be well protected from vandalism and unlawful access.
Conspicuous notice should be put up in the monitored area to explicitly inform
venue users about ‘CCTV surveillance installations and operations’
(SQS14/SWS/141.2/A3). Such notice should contain details of the data user
operating the CCTV system, the specific purpose of surveillance and the person
to whom matters relating to personal data privacy issues can be raised.
The CCTV should operate during office hours and assign a designated staff to
monitor the camera, handle the safe storage of the hard drive and equipment. No
unauthorized access of CCTV should be allowed. Any viewing, access and
handling of the hard disk or equipment for specific reasons should be restricted
to authorized persons only.
Regular compliance checks and audits have to carried out to review the
effectiveness of the safeguards and procedures for the CCTV system.
The recorded data will not be disclosed to the public due to surveillance measures

and security.

9. In order to protect the safety of service users and staff and the quality of unit services,

service supervisors must randomly check 15 minutes of footage in the CCTV

surveillance system every six months and record it in the CCTV surveillance system

inspection record.

10. Guidelines for using portable storage devices

*

*

Make reference to ‘Guidance on the Use of Portable Storage Devices’ published
by Office of the Privacy Commissioner for Personal Data to ensure personal data
privacy be protected.

Service users’ personal data should not be stored in any portable storage device,
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including Such as USB memory sticks, tapes, floppy disks, external hard disks
(except those fixed in the office or used to back up server data), etc. The exempted
external hard disk must be firmly mounted in a stable place, and cannot be
removed from the center, or stored in a strong and locked cabinet. For example,
the key or password should be kept by the supervisor of the unit or its authorized
person. The work (such as backup or recovery procedures, etc.) can only be taken
out, and must be locked back into the cabinet immediately after completion.

* If such data is to be transferred via emails, files should be encrypted to prevent
leakage of data.

*  All mobile devices such as mobile phones and tablet computers issued in the
name of Caritas cannot store any other personal information, such as ID card
numbers, bank information, medical records, etc., except for communication data
such as the name and phone number in the address book. If these personal data
are sent to the device, they should be deleted immediately after use. The devices
must also be carefully stored and used with password switches to avoid leakage

of personal data.

Date of Review and Revision : 2 May 2024
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1)

2)

3)

4)

5)

6)

7)

8)

Caritas Youth and Community Service
Service Quality Standards 14

14.2 Privacy Ordinance — Guideline on Collection of Personal Data

Caritas — Hong Kong pledges to introduce and adhere to the requirements as
stipulated in the “Personal Data (Privacy) Ordinance” (Ordinance) for protecting

personal data of its service users.

Collection and maintenance of service users’ personal data is executed by Caritas
— Hong Kong in a legal and impartial manner. Such data is to merely be utilized

for its own operational needs and other related activities.

When collecting personal data of its service users, Caritas — Hong Kong pledges
to use such data for specified purposes. Should there be any chance to make use
of such data for other purposes, permission needs to be sought from individual

service users concerned.

Caritas — Hong Kong is obliged to accurately maintain the most updated personal

data of individual service users as far as possible.

To ensure that personal data of service users are properly maintained under the
custody of Caritas — Hong Kong, its staffs are well trained to acquaint with the
“Personal Date (Privacy) Ordinance”. They are also required to respect privacy of
individual service users and must not disclose such personal data to any other third

party without permission of individual service users.

Service users are permitted to view and update their personal data with Caritas —

Hong Kong from time to time.

Members of Caritas Youth and Community Service could request to remove his
membership personal data identification record. This unit would delete all
related records in conformance with the request within 12 working days.

However, all membership fees paid would not be refunded.

Should there be needs to obtain personal data of service users from any other
organization(s) for follow-up purpose, verbal or written permission must be sought

from service users.

Date of Review and Revision : 2 May 2024
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Caritas - Hong Kong
Application form for data access request

(in connection with personal data only)

Please read the notes at the bottom of this form before you fill in the form.

SECTION 1
(Please tick as appropriate)
applicant is the data subject (please fill in Section I and Section III below)
applicant is the representative of the data subject (please fill in Section I to
Section III below)

Details of the data subject whose personal data are being requested in this application.

(a) Name: (English)
Surname Name
(Chinese)
(b) Age: (c) Sex :Male/Female*

(d) HK Identity Card/Passport* No. :
(e) Birth Certificate No. (only for minor without Identity Card or Passport) : _
(f) Address:
(g) Telephone Number for contact in the daytime :
(h) Other telephone number :

SECTION 11
This section should only be completed if a relevant person applies for access including

collection of data on behalf of the data subject.
(1) Details of the Relevant Person

(a) Name : (English)
Surname Name
(Chinese)
(b) Age: (¢) Sex:Male/Female*

(d) HK Identity Card/Passport* No. :
(e) Address :
(f) Telephone Number for contact in the daytime :

(g) Other telephone number :

*delete if not appropriate
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(2) Please state the relationship between the data subject and the relevant person.

Please tick as appropriate and provide the documentary evidence indicated on the right

hand side when the application is submitted.

Relationship
The relevant person is a :

2a. The Relevant Person has
parental responsibility for the
Data Subject who is under age 18.

2b. Person appointed by the court
to manage the affairs of the data
subject, if the data subject is
incapable of managing his own
affairs.

2c. Person authorizied in writing
by the data subject to submit the
request and the Relevant Person
is:

O 2d. The Data Subject is mentally
incapable within the meaning of
the Mental Health Ordinance and
the Relevant Person is :

(i) Appointed as a guardian of
the Data Subject by a court,
magistrate or the
Guardianship Board under
section 44A, 590 or 59Q of
the mental Health Ordinance;
The Director of Social
Welfare who, pursuant to
section 44B(2A) or 59T(1) of
the Mental Health Ordinance,
is vested the guardianship of
the Data Subject;

The Director of Social

Welfare or a person approved

by the Guardianship Board

who, pursuant to section
44B(2B) or 59T(2) of the

(i)

(iii)

Documentary evidence required

A true copy of documentary proof of the
relationship e.g. birth certificate of the
data subject.

A true copy of the document issued by
the court to appointing the Relevant Person
to manage the affairs of the Data Subject
who is incapable of managing his own
affairs.

Original letter of authorization signed by
the Data Subject. The letter should include
the name and number shown on the same
identification document of the relevant
person attached with
this application.

If the box in 2(d) is ticked, state the date
when the Relevant Person was appointed a
guardian / was vested the guardianship/was
authorized to perform the functions of a
guardian:

Is the appointment/vestng/authority to
perform under 2(d) still subsisting?
O Yes U No
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Mental health Ordinance is
authorized to perform the
functions of a guardian for the
Data Dubject

(3) The relevant person has informed /obtained the consent of* the data subject about

this application on (date).

*delete if not appropriate

SECTION IIT

(1) _Details of personal data of the data subject under request

Please provide details of the personal data requested in the space below, for example,
the period, types of records, our file reference and the name of the Service unit which
keeps the data - this is probably the office which collected the data from the data subject

or from  which the data subject has applied for  service.

(If the space provided is insufficient, please provide information on separate sheets.
Officers of the Service may contact you later if further information are required to locate

the personal data.)

(2) Nature of this request

Please tick as appropriate (you can tick both boxes):

U I would like to be informed whether the Service is holding any personal data of
the data subject as described in Section III (1) above.

U I would like to be provided with a copy of the personal data kept by the Service,
if any, as described in Section III (1) above. I understand that I will be required
to pay a fee for the copy and I will be informed of the amount of fee later before

I decide whether to obtain the copy.

Signature of data subject Signature of relevant person, if any

Date Date
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Notes :

(1) Inaccordance with the Personal Data (Privacy) Ordinance, a Data subject (defined
as an individual who is the subject of the data held) can request access to and correction
of the data held by a data user, subject to the provisions and exemptions provided in the
Ordinance and payment of a fee if you wish to obtain a copy of the personal data. The
data subject can ask a relevant person as defined in the Ordinance to make the request

and collect the personal data on behalf of him/her.

(2) The information provided in connection with this application form will be used
for processing the data access request or provision of service/assistance by the Service.
The supply of personal data to the Service is voluntary. If insufficient information is
provided, we may not be able to process your application. Please ensure that the data
you provide are accurate. Request of correction of personal data should be made on

another form, namely, Application Form for Data Correction Request.

(3) Please provide the following documents when submitting this application :-

(a) if application is made by a data subject

a true copy of his/her identity card, passport or birth certificate

(b) if application is made by a relevant person

(1) atrue copy of the identity card, passport or birth certificate of the data
subject and the relevant person; and

(i1)) document required in Section II (2) of this form.

(4) The personal data you provide will be made available to persons working in the
Service on a need-to-know basis. Apart from this, they may only be disclosed to the
relevant parties listed below :-

(a) other parties such as government branches/departments and non-
governmental organizations, if they are involved in the assessment of this
application from or provision of service / assistance to you;

(b) where you have given consent to such disclosure; or

(c) where such disclosure is authorized or required by law.

(5) Enquiries concerning requests for access to and correction of personal data should

be addressed to the Centre Supervisor of the respective service of Caritas-Hong Kong.
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(6) Fee Charging
a.  Report on social intervention $500 per copy
b.  Certification of receiving service $50 per copy
(half price for those aged 60 or above)
c.  Photo-copy of case record $5 for each page

Date of Review and Revision : 2 May 2024
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Caritas - Hong Kong
Application form for data correction request
(in connection with personal data only)

Please read the notes at the bottom of this form before you fill in the form.

SECTION 1
(Please tick as appropriate)

applicant is the data subject (please fill in Section | and Section 111 below)

applicant is the representative of the data subject (please fill in Section I to Section Ill
below)

Details of the data subject whose personal data are being requested in this application.
(@& Name: (English)
(Chinese)

(b) Age:
(c) Sex:Male/Female*
(d) HK Identity Card/Passport* No. :
(e) Birth Certificate No. (only for minor without Identity Card or Passport) :

() Address:
() Telephone Number for contact in the daytime :

(h) Oother telephone number :

SECTION 11

This section should only be completed if a relevant person applies for correction including
collection of the corrected data on behalf of the data subject, if the correction request is complied
with.This section should only be completed if a relevant person applies for access including
collection of data on behalf of the data subject.

(1) Details of the Relevant Person
(@& Name: (English)
(Chinese)

(b) Age:
(c) Sex: Male/Female*
(d) HK Identity Card/Passport* No. :
(e) Address :
(F) Telephone Number for contact in the daytime :
(g) Other telephone number :
*delete if not appropriate
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(2) Please state the relationship between the data subject and the relevant person.

Please tick

as appropriate and provide the documentary evidence indicated on the right hand side when the
application is submitted.

(i)

(i)

(iii)

The relevant personis a:

2a. The Relevant Person has parental
responsibility for the Data Subject
who is under age 18

2b. Person appointed by the court to
manage the affairs of the data subject,
if the data subject is incapable of
managing his own affairs.

2c. Person authorized in writing by the
data subject to submit the request and
the Relevant Person is:

2d. The Data Subject is mentally
incapable within the meaning of the
Mental Health Ordinance and the
Relevant Person is :

Appointed as a guardian of the
Data Subject by a court, magistrate
or the Guardianship Board under
section 44A, 590 or 59Q of the
mental Health Ordinance;

The Director of Social Welfare
who, pursuant to section 44B(2A)
or 59T(1) of the Mental Health
Ordinance, is  vested the
guardianship of the Data Subject;
The Director of Social Welfare or
a person approved by the
Guardianship Board who,
pursuant to section 44B(2B) or
59T(2) of the Mental health
Ordinance 1s authorized to
perform the functions of a
guardian for the Data Subject.

A true copy of documentary proof of the
relationship e.g. birth certificate of the data
subject.

A true copy of the document issued by the
court to appointing the Relevant Person to
manage the affairs of the Data Subject who is
incapable of managing his own affairs.

Original letter of authorization signed by the
Data Subject. The letter should include the
name and number shown on the same
identification document of the relevant person
attached with this application.

If the box in 2(d) is ticked, state the date when
the Relevant Person was appointed a guardian/
was vested the guardianship/was authorized
to perform the functions of a guardian:

Is the appointment/vesting/authority to
perform under 2(d) still subsisting?
0O Yes O No

(3) The relevant person has informed /obtained the consent of* the data subject about this

application on

(date).

(*delete if not appropriate)
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SECTION 111

(If the space provided below is insufficient, please provide information on separate sheets.
Officers of the Service may contact you later if further information are requested to process the
application.)

(1) Please indicate the date and reference number of our reply letter of the data access request
which gave rise to this data correction request or attach a copy of the personal data provided by
the Service in response to this data access request.

(2) Please describe the part(s) of the personal data you consider as inaccurate. You may
underline these parts on a copy of the personal data you received as a result of the data access
request and attach the copy with this application.

(3) Reason(s) why the personal data are considered inaccurate. Please provide documents in
support of the reason(s), if available.

(4) If you have any suggestions on how the personal data mentioned in (2) and (3) above should
be corrected, please set them out in the space below.

Signature of data subject Signature of relevant person, if any

Date Date
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Notes :

1)

)

(3)

(4)

(5)

In accordance with the Personal Data (Privacy) Ordinance, a data subject (defined as an
individual who is the subject of the data held) who has already obtained a copy of his/her
personal data from a data user can request correction of the data by the data user, subject
to the provisions and exemptions provided in the Ordinance. The individual can ask a
relevant person as defined in the Ordinance to make the request and collect a copy of the
corrected personal data on behalf of him/her, if the request is complied with.

The information provided in connection with this application form will be used for
processing the request for correction to the personal data held by the Service on the data
subject or provision of sservice/assistance by the Service. The supply of personal data to
the Service is voluntary. If insufficient information is provided, we may not be able to
process your application. Please ensure that the data you provide are accurate.

Please provide the following deocuments when submitting this application :-
(a) if application is made by a data subject
a true copy of his/her identity card, passport or birth certificate; and any available
document/ copy of personal data mentioned in Section IlI.
(b) if application is made by a relevant person
(1) atrue copy of the identity card, passport or birth certificate of the data subject
and the relevant person; and
(i)  document required in Section Il (2) of this form; and
(iii) any available document/copy of personal data mentioned in Section I11.

The personal data you provide will be made available to persons working in the Service on
a need-to-know basis. Apart from this, they may only be disclosed to the relevant parties
listed below :-

@ other parties such as government branches/departments and non-governmental
organizations if they are involved in the assessment of this application form or
provision of service / assistance to you;

(b) where you have given consent to such disclosure; or

(© where such disclosure is authorized or required by law.

Enquiries concerning requests for access to and correction of personal data should be
addressed to the Centre Supervisor of the respective service unit.

Date of Review and Revision : 2 May 2024
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(FREBE / MEREAEE HERB) (Form_sqs10.2_01c)

Form_SQS10.2_0
1cpdf
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Remove Membership / Deletion of Personal Data Application Form (Form_sqs10.2_01le)

Form_SQS10.2_0
Te.pdf

**If you cannot use the hyperlink to get the form directly, please copy the link to your browser

and open it**

** If downloading the form, please use the PDF format for the convenience of saving the

format**

Date of Review and Revision : 2 May 2024
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1)

2)

3)

4)

5)

6)

Caritas Youth and Community Service
Service Quality Standards 14

14.3 Guideline on Processing Personal Data and Records of Service Users

At the time of processing individual personal records of service users, no one is
allowed to view such personal data, except the assigned staff, who must take
reasonable precautions to lock up all such data or switch offer his/her computer

when he/she is away from workplace.

Staft should not assign non-staff to handle (i.e. type or input) records of personal

data of service users.

Staff needs to handle personal data of service users with care during data
transmission through electronic mails and facsimile to avoid data leakage. After
receiving the personal data, staffs should delete information to avoid any storage
in the mobile/emails. Moreover, staffs should the inform the service users to

delete the data in their electronic devices.

Personal data of service users are merely provided to assigned unit staff for
information and follow-up purposes. Clerical staff is only responsible for updating

personal data of service users.

Service users may request Service Units to provide their own personal data in

writing for examination.

Staff can only obtain personal data from other organization or refer the same to

other organization with permission of service users.

Date of Review and Revision : 2 May 2024
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Caritas Youth and Community Service
Service Quality Standards 14

14.4 Guideline on Referral Service

1) Staff can only provide or transfer personal data of service users to other required
organization (s) with verbal or written permission from service users.

(Authorization of Case Referral — Appendix I refers).
2) When referring personal data of service users to other organization(s), staff needs
to complete a “Referral Record Form” which must be properly retained in

individual service units.

3) Details of “Referral Record Form” should be made known to service users.

Date of Review and Revision : 2 May 2024
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Written Authorization Form of Case Referral (Form sqs14.4 Ole)

Form_SQS144_0
1e.pdf

**[f you cannot use the hyperlink to get the form directly, please copy the link to your

browser and open it**

** If downloading the form, please use the PDF format for the convenience of saving

the format**

Date of Review and Revision : 2 May 2024
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1)

2)

3)

4)

Caritas Youth and Community Service
Service Quality Standards 14

14.5 Guideline on Maintaining Personal Data of Service Users

All personal data of individual service users and records of their participation in units’ activities

must be kept in locked cabinets.

Keys of locked cabinets must be kept by staff(s) designated by Service-in-charge.

Records of personal data of service users can only be handled and followed up by designated staff.

All personal data and records of service users are to be destroyed in 3 years after their termination
of Caritas’ services. (SQS 3.10 refers)

Date of Review and Revision : 2 May 2024
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Caritas Youth and Community Service
Service Quality Standards 14
14.6 Guidelines on CCTYV Surveillance Practices

The Aim

1.

Most public places or common areas of Caritas Youth and Community Service (The “Service”) and
service units are under surveillance of CCTV for security purpose. CCTV System is used for the
prevention and/or detection of crime or other unlawful activities, and to ensure a safe environment
for all staff members and service-users.

The Service and service units pledges to comply with the requirements stipulated in the “Personal
Data (Privacy) Ordinance” the “Ordinance” for protecting personal data of staff members and
service-users.

Positioning of CCTV cameras and notices

3.

The Service and service units have expressly informed all staff members and service users that they
are subject to CCTV surveillance. The Service units pledge to put notices visible to visitors at the
entrance of the monitored area as well as inside the area.

Sample of the Notice
CCTV system has been installed within this Centre for security purpose.
For enquiries, please contact the Centre Supervisor.
Caritas XXXXX Centre

Proper handling of the recorded images

The Service and service units pledge to ensure accuracy of all CCTV recorded images and would
not have excessively retained any personal data. All recorded images would be deleted
automatically after 30 days, unless any incident regarding to the Service’s/service unit’s security
has been detected or reported.

The Service and service units promise to take all reasonable and practicable steps to protect personal
data collected through the use of the CCTV system. In particular, the Service and service units
would ensure that no unauthorized or accidental access would be permitted, and prohibit any
processing, erasure or unauthorized use of the data. The data hard disk/device of the CCTV
system should be locked up in order to prevent such data being destroyed or copied malevolently.

The CCTV system is operated and monitored by the social worker and clerical staff on duty during
the office hour. The Centre Supervisor will check the CCTV system regularly to ensure proper
operation. If there is any misuse or abuse, staff should report to the Centre Supervisor at once.

This service will not accept any person's application to search or request CCTV footage. Only when
the court and the police are conducting criminal investigations, they reserve the right to apply to
search or request CCTV footage.
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Disclosure of CCTV records should not be based upon mere verbal request any/or general
allegations. When the personnel of law enforcement agencies (e.g. police) request for copies of
CCTV record to conduct criminal investigations, the Centre Supervisor of the service unit should
ensure that the data fall within the exemption provisions of the relevant ordinance, (e.g. S.58 of the
Ordinance), before releasing relevant information to the law enforcement agency.

Yearly review should be conducted upon the effectiveness of the CCTV system, in particular the
Retention, Destruction and Protection of these data. If the review shows the use of CCTV has
been unnecessary or could be replaced by less violating means achieving the same goal, the Service
and service unit will stop the use of CCTV.

Transparency of policy and practice and procedures implementation

10.

11.

12.

The Service and service units would ensure the related policies or procedures being communicated
to and followed by the relevant staff members. Staff members who operate the systems or use the
images will be trained to comply with policies or procedures. Adequate supervision will also be in
place.

If any incident concerning the security of service units is detected, responsible staff should report
the incident by completing the “Incident Report” (refer to SQS 9.5¢ document) as soon as possible.
Upon receipt of the Report, the Centre Supervisor should take action to follow up the matter, by
informing the Service Head, reporting the matter to the Police, law enforcement agencies, and/or
insurance agencies.

The Service Head / Centre Supervisor are responsible for the implementation of and compliance
with this policy. Any enquiries or reports should be addressed to them or the staff members at higher
management levels.

Reference :

1) Guidance on CCTV Surveillance Practices (Jul 2010)

2) Personal Data (Privacy) Ordinance - Privacy Guidelines : Monitoring and Personal Data Privacy of Work (Dec 2004),
The Privacy Commissioner for Personal Data
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